
 

 
 

 Information System Securityأمن نظم المعلومات 

 

 Confidentiality 

 Data Integrity 

 Authentication 

 Signature 

 Non-

repudiation 

 Authorization 

 Access Control 

 Validation 

Section 1: Basic 

Concepts  
What is Security? 

What is Information 

Security? 

Why Information System 

Security? 

Vulnerability, Attack that 

threat Information System & 

Risk analysis. 

Security Policies. 

Policy Violation. 

Security Measures. 

Security Requirements : 

Confidentiality –Integrity – 

Privacy -Digital Signature     

Non-repudiation –

Authorization –Validation. 

Security Services. 

Security Mechanisms. 



 

 

 

 

Section 2: 

Cryptography  
What is Cryptography? 

Cryptography Type: 

Classical 

Cryptography. 

Symmetric-

key 

Cryptography. 

Public-key 

Cryptography. 

Hashing. 

Digital Signature. 

How to use cryptography to 

achieve security 

requirements. 

 

 

 

Intrusion detections 

 

 

Section 3: Malicious 

Codes 

What are malicious codes? 

I.e. virus, worms, bombs, 

Trojan hours etc. 

What is intrusion detection 

Concept? 

Protection measurements and 

corrections. 

Protection software. 



 

 

 

Database 

Security 

 

Access Control System 

 

Section 4: Security 

Policy & Database 

Security 
How we build security 

policy. 

What is Database Security 

Concept? 

What is Access Control? 

 


